
PRIORITIZING MISSION OBJECTIVES
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Ranking System
• How important is each Mission Objective?

• Scale:  1, 3, 5, 8, 13
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SAMPLE CATEGORY PRIORITIZATION WORKSHEET
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RANKING THE MISSION OBJECTIVES BY 
TRANSPOSING MISSION TO CYBER
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Mission 
Objectives

Ensure Secure and 
Timely 

Communications

Plan Deploy and 
Operate Network

Manage Data 
Collection and 

Storage

Build Privacy into 
CV Programs

Improve Mobility 
for Passenger 

Vehicles

Provide 
Transportation 
Efficiency for 
Commercial 
Vehicles and 

Fleets
Manage Users

Assure Asset 
Security and 
Operational 

Viability

Conduct Data 
Analyses

Minimize Driver 
Distraction and 

Workload

Measure and 
Evaluate 

Performance

Perform Strategic 
Communications 

to Facilitate 
Business and 

Driver Adoption
1. Ensure Secure and 

Timely Communications
2. Plan, Deploy, and 

Operate Network
3. Manage Data Collection 

and Storage
4. Build Privacy into CV 

Program
5. Improve Mobility for 

Passenger Vehicles
6. Provide Transportation 

Efficiency for 
Commercial Vehicles 
and Fleets

7. Manage Users
8. Assure Asset Security and 

Operational Viability
9. Conduct Data Analyses
10. Minimize Driver 

Distraction and Workload
11. Measure and Evaluate 

Performance
12. Perform Strategic 

Communications to 
Facilitate Business and 
Driver Adoption



CYBERSECURITY FRAMEWORK PROFILE DEVELOPMENT
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Cybersecurity Framework

Draft CV Pilot CSF Profile (Representative Excerpt)
CV Pilot Mission Objectives

Mission 
Objectives

1
2

3

4

5

6
7

8

9

10

11

12



5

Prioritized Subcategories for Each Mission Objective

 Industry and mission/business contexts inform priority 
Subcategories
o Suggests areas of focus for newer cybersecurity 

programs
o Provides a crosswalk for established programs 

demonstrate their capabilities
 Three levels:

 = High Priority
 = Moderate Priority
 = Other Implemented Subcategories 

 Organizations should strive to conduct activities in support 
of all relevant Subcategories 

 Organizations have the flexibility to determine how and in 
what order they address High and Moderate Priority 
Subcategories

 Implementation details may facilitate use

CSF Core Mission Objectives

CYBERSECURITY FRAMEWORK PROFILE CONTENTS AND USE



SUMMARY OF SUBCATEGORY PRIORITIES BY MISSION OBJECTIVE
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FRAMEWORK SUBCATEGORIES
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