PRIORITIZING MISSION OBJECTIVES

Ranking System

* How important is each Mission Objective?
e Scale: 1, 3,5, 8§, 13




SAMPLE CATEGORY PRIORITIZATION WORKSHEET
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{ ¢ { 4 19
Asset Management (ID.AM) | i 2 | i
= 'r T

Business Environment (ID.BE)

\A
\W

Governance (ID.GV)

Risk Assessment (ID.RA)

Risk Management Strategy
ID.RM
PRO

Access Control (PRAC)

¥

Awareness and Training (PR.AT)

H

Data Security (PR.DS)

Information Pratection Processes
& Procedures (PR.IP)

Y P

H

Maintenance (PR.MA)

Protective Technology (PR.PT)

g

DETECT

Anomalies and Events [DE.AE)

H

H

H

Security Continuous Monitoring
(DE.CM])

H

Detection Processes (DE.DP)

Response Planning (R5.RP}

4T

E

Communications [RS.COJ

Analysis (RS.AN]

Mitigation (RS.M)

U

Improvements (R5.1M

Recovery Planning (RC.RP)

o

-

=

Improvements (RCIM})

Communications [RC.CO)

H\J.I




RANKING THE MISSION OBJECTIVES BY
TRANSPOSING MISSION TO CYBER

1. Ensure Secure and
Timely Communications

2. Plan, Deploy, and
Operate Network

3. Manage Data Collection
and Storage

4. Build Privacy into CV
Program

5. Improve Mobility for
Passenger Vehicles

6. Provide Transportation
Efficiency for
Commercial Vehicles
and Fleets

7. Manage Users

8. Assure Asset Security and
Operational Viability

9. Conduct Data Analyses

10. Minimize Driver
Distraction and Workload

11. Measure and Evaluate
Performance

12. Perform Strategic
Communications to
Facilitate Business and
Driver Adoption




CYBERSECURITY FRAMEWORK PROFILE DEVELOPMENT

IDENTIFY (1)

Mission
Objectives

ID.BE-1: The organization’s role in the
chain is dentied i

COBIT 5 APOOE 01, APOOE 04, APOOE 05,

APO10.03, APOL0.04, APOL0.OS
ISOMEC 27001:2003 A 15,11, A15.1.2,
AlSI3AINS2LANSZ2

NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE 2: The organization's place in critical

industry sectar is
dentified s commumicated

COBIT 5 APOOZ 06, APOO3.01
EC 27001:2003 Clanse 4.1
NIST SP 800-55 Rev. 4 PM-5

(Mamstenance

T3t Preonities ar arpanitational
mission, objectives, aad sctivities are
established and commmmicated

COBIT $ APO02.01, AROO2.06, APOO3 01
ISA 6244321200942 2.1, 4256
NIST SF 80053 Rev. 4 PM-11, SA-14

ID.BE 4: Dependencies and critical functions
for delivery of eritical services are
extablished

COBIT 5 APOI0.01, BAIA.DZ, BAIOS.02
ISOMEC 27001:2013 A.1122 A 1123,
AlLl3

NIST 5P 800-53 Rev. 4 CP-§. PE-9, FE-11,
PAES, SA-

BE-S: Reulience reqairements o support

CORBIT S BANS 02, DES04.02

ISOIEC 270012003 A11L1A, ALT.LL
AlTIZANT21

NIST SP 800-53 Rev, 4 CP-2, CP-11,
5A-13.8A-14

Fanction

IDENTIFY
any

Category

Asset Management
(D.AM): The duts,
persenne, de
=ystems, and faci
that snable the

2 objectives and
the erganization's risk
strategy.

Subcategory

IDAW-1
Physical devices
and spatems
withinthe
organization are
intentoried

Fo
References

= CI§ CEC 1

* COBIT 5

BAIDS.0, BAIDL.02

« ISA 62443-2-

1:2009 4234

* I5A 62443-3-
013 3R TS

« ISONEC

27001:2013 4,511,

B2

* MIST 5P $00-
53 Rev. 4 CW-3,
PS5

Ensure PL
Secure and o
Timely  Deploy. and
Operate

Communica-
o Network

Mission Objectives

Provide
Tranporta-

Manage Build Improve tion
Data Mobility for  Efficiency
Collection Passenger
and Storage Yehicles

Privacy into =
C¥ Program Commercial
Yehicles
and Fleets

Manage
Users

Assure

Asset

Security and

Operat
¥

nal

Conduct
Data
Analyses

river
Distraction

and
Workload

1 12
Perform

Measure
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Perfor-
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ID.AM-2:
Software
platforms and

inventoricd

+ CIS CSC 2

« COBIT 5

BAINS.0, BAID.02,

BAINS.08

« ISA 62443-2-

12009 42354

* ISA 62443-3-
013 3R T3

* ISONEC

27001:2013 4511

AB1Z A12E1

« HIST SP $00-
53 Rer. 4 CM-5,
Fi

s

ID.AM-3:
Ciganizational
communication
and data flows
are mapped

« CIS CSC 12

* COBIT 5
D3305.02

« ISA 62443-2-
1:2008 4254

« ISONEC
27001:2013
AfE2A, AIBEE

* MIST SP 800~

53 Rev. 4 4C-4,
C4-3, CA-3, PL-&

IDARE-4:
External

information
spstemsare
atalogued

« CIS CSC 12

« COBIT 5
APO02.02,
APOI0.04, DFH01.02
« ISONEC
27001:2013
alze

« HIST SP §00-
53 Rer. & AC-20,
$4-3

ID_AM-5:
Resources (g,

= CI$ CSC 15,14
* COBIT 5
003.0




CYBERSECURITY FRAMEWORK PROFILE CONTENTS AND USE

CSF Core Mission Objectives

Industry and mission/business contexts inform priority

Mission Dbjectives
##4 - High Priority. ## = Moderate Priority.

# = Other Implemented Subcateqories

s ' s : ; 0 s Subcategories

Provide
Plan Manage T Improve “a':?g:m- "A““'e - ""I;“f"'i“ “"‘d‘"“ .
" uil L - e s5et onduct river an:
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Ensure
Secure and
Timely
Communica-
tions

C¥ Program

e Lo
e ] Provides a crosswalk for established programs

o | S i i i ) demonstrate their capabilities

AB1Z
* MIST 5P 50 -

Three levels:

+ CIS C3C 2

L, ®0 @ - High Priority
ot | NP I U R I N e e e e @@ = Moderate Priority
e ® = Other Implemented Subcategories

Organizations should strive to conduct activities in support

1:2009 4234

13

- ISOMEC . - . . - - . - . . . -

v of all relevant Subcategories

* MIST 3P 80/ -
53 Rev. 4 AC-/

e Organizations have the flexibility to determine how and in

« COBIT 5
APOOZ0Z,

sty I ) ) ) ) ) what order they address High and Moderate Priority

27001:2013
ALES

Plrosird § Subcategories

3A-3

+ CIS CSC 15,4
* COBIT 5

Implementation details may facilitate use
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SUMMARY OF SUBCATEGORY PRIORITIES BY MISSION OBJECTIVE

Function

Asset
Management
{ID.AM): The data,
personnel, devices,
systems, and
facilities that
enable the
organization to
achigve business
pUrposes are
identified and
managed
consistent with
their relative
importance to
business objectives
and the
organization’s risk
strategy.

IDENTIFY
(1D}

ID.AM-1: Physical
devices and systems
within the
organization are
inventoried

Mission Objectives
a8# = High Priority, »® = Moderate Priority,
# = Other Implemented Subcategories

X = Subcategories to NOT Implement
4 5 & 7 8 g

IDLAM-2: Software
platforms and
applications within
the organization are
inventoried

ID.AM-3:
Organizational
communication and
data flows are
mapped

ID.AM-4: External
information systems
are catalogued

IDLAM-5: Resources
[e.g., hardware,
devices, data, time,
personnel, and
software) are
prioritized based on
their classification,




FRAMEWORK SUBCATEGORIES

Category

Function

IDENTIFY Asset Management (ID.AM):
(ID) The data. personnel. devices.
systems. and facilities that enable
the organization to achieve
business purposes are identified
and managed consistent with their
relative importance to
orgamzational objectives and the
orgamzation’s risk strategy.

Subcategory

ID.AM-1: Physical devices and systems
within the organization are inventoried

Informative References

CISCSC 1

COEBIT 5 BAI09.01, BATI09.02

ISA 62443-2-1:2009 4234

ISA 62443-3-3:2013SR 78

ISOTEC 27001:2013 A811. A812
NIST SP 800-53 Rev. 4 CM-8. PM-5

ID.AM-2: Software platforms and
applications within the orgamization are
mventoried

CISCsC2

COEBIT 5 BAI09.01, BAI09.02, BAI09.05

ISA 62443-2-1:2009 4234

ISA 62443-3-3:2013SR 78

ISOTEC 27001:2013 A8 1.1  A812 A1251
NIST SP 800-53 Rev. 4 CM-8. PM-5

ID.AM-3: Orgamizational communication
and data flows are mapped

CISCSC 12

COBIT 5 D5505.02

ISA 62443-2-1:2009 4234

ISOIEC 27001:2013 A 1321 A 1322

NIST SP 800-53 Rev. 4 AC-4 CA-3. CA-9 PL-8

ID.AM-4: External information systems
are catalogued

CISCSC 12

COBIT 5 APO02.02, APO10.04, D5501.02
ISO/IEC 27001:2013 A 1126

NIST SP 800-53 Rev. 4 AC-20, 5A-9

m i\l—;' RFC.'HTI'IT'FT.' {F o I'IR'IT‘T.L’H'I’P

CTSCS0 13 14
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